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WHOIS—Web Tool Used by IP
Attorneys, Law Enforcement—
In Peril After EU Privacy

Regulators Reject Proposed
Fix
The public directory that contains information about who has registered

every domain on the web looks increasingly at risk of going dark next
month due to a clash with the GDPR.

By Ben Hancock | April 17, 2018

The public directory that contains
information about who has registered
every domain on the web looks
increasingly at risk of going dark next
month, after European data protection
regulators rejected a proposal to make it
compliant with the EU’s new privacy law.
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many intellectual property and

cybersecurity attorneys, as well as law

enforcement authorities, as a tool to help fight infringement and track malicious activity
online. Some say its demise or fragmentation would make doing so significantly harder.

“We do use WHOIS quite a bit to figure out who's behind online infringement,” said
Linda Joy Kattwinkel, an IP lawyer at Owen, Wickersham & Erickson in San Francisco
who represents large brands like Sanrio Co. as well as independent artists.

But the way WHOIS works now is at odds

(https://www.law.com/therecorder/sites/therecorder/2017/11/03/icann-meeting-fails-
to-resolve-privacy-law-clash/) with the European Union’s General Data Protection

Regulation (https://www.law.com/corpcounsel/2018/04/13/with-gdpr-fast-approaching-

how-should-companies-fill-the-data-protection-officer-role/) (GDPR), which comes into

effect May 25 and gives individuals greater control over how their personal data can be
used. The law also carries steep monetary penalties for violations, totalling up to 4
percent of a company’s global revenue or 20 million euros.

Under the law, EU personal data can only be used for the express purpose for which it
is given, and users cannot be pressured to give consent for broader purposes. In other
words, if a French national provides a name and address in order to register a domain
name, for example, that personal data cannot simply be posted onto the internet for
everybody to see.

The Internet Corporation for Assigned Names and Numbers (ICANN), which oversees
the WHOIS system, in March unveiled a proposal

(https://www.icann.org/en/system/files/files/gdpr-compliance-interim-model-08mar18-

en.pdf) for an interim fix that would create tiered levels of access to WHOIS data for IP
holders and law enforcement, along with an accreditation system.
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Last week, however, ICANN said that it had received a letter

(https://www.icann.org/news/blog/data-protection-privacy-issues-update-soliciting-

community-input-on-article-29-guidance) from European Union data protection
authorities organized under what is called the “Article 29 Working Party” that rejected
the proposed justifications for continuing to share certain personal data with the public
and accredited third parties.

“While the WP29 welcomes ICANN's efforts to identify in greater detail which legal
bases may be relevant in the context of the WHOIS system, it is clear that the legal
bases are not always clearly linked to a specified purpose,” the regulators wrote.

Enforcement Moratorium?

With GDPR implementation just around the corner, ICANN is now hoping to buy more
time to find a solution regulators can live with. “If the [data protection authorities] are
willing to give us a moratorium, then we will work with them on defining milestones
and we will deliver on the milestones,” Akram Atallah, president of ICANN's global
domains division, said Monday.

ICANN executives will be meeting with the Article 29 Working Party’s technical
committee next week on April 23, he noted. But whether they will find a way forward
that doesn't involve disabling WHOIS—at least temporarily—is so far unclear. Atallah
said he thinks it might still take ICANN six months to a year to come to a working

solution.

What ICANN wants to avoid in the meantime is for individual domain name registries,
the .coms and .orgs of the world, to take matters into their own hands and craft a
patchwork of different WHOIS systems out of fear of being hit with enforcement

actions.

“Different providers having different solutions would actually make the work of law
enforcement, security researchers and the like much more difficult,” Atallah said. “It
might also be taken advantage of by some of the bad actors on the internet.”
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Kolvin Stone, a privacy attorney with Orrick, Herrington & Sutcliffe in London, said EU
data protection authorities are likely to get their way in pushing for greater restrictions
to public data, especially in light of the large penalties they are empowered to impose
under the GDPR.

Difficult Balance

The clash between the GDPR and WHOIS has been apparent for at least a year, but
finding a solution has been difficult in part because the positions of the various

stakeholders (https://www.icann.org/en/system/files/files/gdpr-draft-compliance-
models-comments-28feb18-en.xIsx) are almost diametrically opposed. On one hand, IP

lawyers and companies—represented by ICANN's “Intellectual Property Constituency”—
have wanted to maintain essentially unfettered access to data. Many governments and
law enforcement authorities have taken the same position.

On the other hand, privacy activists and the EU regulators insist that data collection for
domain registration must be minimized and not be made available to be collected for
alternate ends, such as marketing. They argue that law enforcement and aggrieved
parties can seek access to the information that domain registries and registrars have
through court proceedings.

“ICANN is getting heat from both directions,” said Jeremy Malcolm, a senior global
policy analyst at the Electronic Frontier Foundation who has participated in ICANN'’s
working group on the future of WHOIS. “But at the end of the day, as is kind of clear
from the Working Party’s letter, the law is the law.”

Not everyone thinks the situation is a crisis. Alexander Urbelis

(https://www.law.com/2018/03/08/a-hacker-lawyers-view-on-blockchain-big-law-and-
cybersecurity/), a lawyer at the Blackstone Law Group in New York who works on
cybersecurity and domain name issues, said WHOIS is an important resource for both


https://www.icann.org/en/system/files/files/gdpr-draft-compliance-models-comments-28feb18-en.xlsx
https://www.law.com/2018/03/08/a-hacker-lawyers-view-on-blockchain-big-law-and-cybersecurity/

law enforcement and private attorneys. But he noted that much of the information
available through the directory is already obscured by proxy services that anonymize
the true identity of the domain registrant.

There are also other ways to piece together information about domain registrants, he
noted, although they sometimes require more technical know-how. “WHOIS
information going dark ... should not make or break an investigation,” Urbelis said.
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